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Symantec Endpoint Protection (SEP), kullanici bilgisayarlari ve sunucular igin komple glvenlik
¢Oziimudir. SEP temel olarak bir Antivirls ¢c6zimi olmakla beraber icerisinde bulunan ilave modiillerle, ug
noktada (bilgisayar / sunucu), ag lGzerinden ve giris ¢ikis noktalarindan gelecek tehditlere karsi da koruma
saglamaktadir.

SEP, agdan gelecek tehditleri heniiz bilgisayara gelmeden bertaraf etmek icin “Personal Firewall”
(FW, kisisel giivenlik duvari) ve “Personal Intrusion Prevention System “(IPS, kisisel saldiri 6nleme sistemi)
modullerine sahiptir.

Yine giris cikis noktalarinin kontroli ve kurum politikalarina uygun (istenmeyen programlarin
kullaniminin engellenmesi v.b.) bigisayar kullaniminin saglanarak, giivenlik risklerinin azaltilabilmesi igin
SEP, “Application and Device Control” modiiliine sahiptir.

Yukarida belirtilen tim modadller, SEP’in ileri teknolojisi sayesinde, kullanici bilgisayarinda tek bir
program gibi calismakta ve tek bir ydonetim merkezinden, farkh kullanim politikalari ile ¢alistirilabilmektedir.

SEP, asil gorev alani ve cikis noktasindaki misyonunu olan virlslere karsi koruma saglamasi
anlaminda pazar lideri konumunu senelerdir sirdirmektedir. SEP’in en gelismis ve tam fonksiyonlu
modull, Antivirus and Antispyware modilidir. Klasik AV korumasinin otesinde, ileri seviye sezgisel
algilama teknolojisi ve buluttan es zamanl risk bilgisi saglama altyapisi ile en gincel virlslerin tespit
edilerek temizlenmesi saglanabilmektedir.

SEP’de bulunan her bir modil’lin benzeri gesitli Greticilerin programlari, Bilgi Sistem Gulvenligi
pazarinda yer alan farkli giivenlik ¢c6zimu Griin ailelerinde yer almaktadir. Her ne kadar SEP, ilave modiilleri
sayesinde standart bir Antivirtis ¢oziiminiin 6tesinde bir giivenlik saglasa da bu modiillerin yeteneklerinin,
sadece bu alanlarda ¢6ziim saglayan Uriinlerin seviyesinde olmasi mimkin degildir.

SEP Windows XP,Windows Vista,Windows 7, Windows 8 — 8.1 ,Windows 2003,Windows 2008,
Windows Server 2012 — R2 ve Macintosh isletim sistemlerini destelemektedir. Linux tGizerinde Symantec AV
olarak calismaktadir.



Bu modiil ile bilgisayarlar lzerinde temel koruma saglanmaktadir. Bu korumalar anlik kontrol yapan
Auto-Protect, zamanlanmis taramalar yapan Scheduled Scan, Sezgisel, Reputasyon kontrolli yapan SONAR
ve Bloodhound, indirilen dosyalarin reputasyon kontrolliinii yapan Download Insight, e-mail tarafinda
bilgisayar korumasi saglayan, POP3,Lotus Notes ve Outlook korumalarindan olusmaktadir.

Yaptigimiz testlerde Intel Core Duo T6670 islemcili 2 GB Ram’li bilgisayar lizerinde tarama siiresi 1
saat 10 dakika taranan dosya sayisi 178065 olarak gorilmustir.

Symantec Insight reputation-based glivenlik teknolojisidir. 200 lilkede 100 milyondan fazla sistem
tarafindan olusturulan ortak havuzu takip ederek glivenli dosyalar ile risk altindaki dosyalari birbirinden
otomatik olarak ayirir. Dosya taramalari esnasinda Symantec tarafindan glvenilir olarak isaretlenen
dosyalar taranmamaktadir.

Ayrintili bilgi icin : http://www.symantec.com/tv/products/details.jsp?vid=922722776001

Sanal platform igin hazirlanmis olan VIE Tool base imajlari tarayarak istisna listeleri olusturur.
Dosyalar degismedigi slirece o dosyalari tekrar taramaz. Bu 6zellik DISK I/O’larinda az kaynak kullanimi
saglar.

Symantec Offline Image Scanner (SOIS) araci vmdk dosyalarini offline olarak virus tarama islemi
yapmaktadir.

Symantec Endpoint Protection Security Virtual Appliance VMware vShield ile entegle olarak Vmware
Host sunucularinda Disk I/O’larini azaltarak perfomans artirir.

Symantec Endpoint Protection’in yUkli sunucu ve bilgisayarlar tarama esnasinda taranan dosya
bilgilerini insight sunuculara gonderiler. Diger tarama yapan bilgisayarlar daha 6nceden taranip glvenilir
olarak isaretlenmis dosyalari taramazlar.

Ayrintih bilgi igin : http://www.symantec.com/docs/HOWTO55311

Merkezi Karantina uygulamasi SEP yiikli bilgisayarlar lzerinde bulunan zararli yaziimlari merkezi
olarak yoneten moddildir. Merkezi Karantina Sunucular tzerinden zararl dosyalari inceleyip geri yikleme
yapilabilir.



http://www.symantec.com/tv/products/details.jsp?vid=922722776001
http://www.symantec.com/docs/HOWTO55311

Bu modiil, Application Control 6zelligi ile bilgisayar lizerinde uygulama kontroll saglamaktadir. Yine
ayni Ozellik, belirtilen uygulamalarin galistiriimasini, Windows Registry’de belli dizinlere yazilmasini
yasaklama gibi basit ¢oziimler saglarken, ¢ikarilabilir medyalar Gzerinden uygulamalarin galistirlmamasini
ya da cikarilabilir medyalara yazilan dosyalarin kayit altina alinmasi gibi daha esnek politikalar yazmaya da
imkan vermektedir.

Ayni modilin Device Control yetenegi ile bilgisayarlar tizerinde donanim kontroll saglanmaktadir.
Donanim boliminde aklimiza gelebilecek herhangi bir donanimin kullanimi yasaklanabilir , belirli gruplara
izin verebilmekle beraber belirli bir marka model hari¢ USB belleklerin tim bilgisayarlarda kullaniminin
engellenmesi seklinde esnek politikalar da uygulanabilmektedir.

Bu modil ile bilgisayar Uzerinde network trafik korumasi saglanmaktadir. Modil igerisinde
application, host-remote host, source-destination, time based, protocol based, interface based kurallar
yazilabilmekle beraber, DDOS, MAC-ARP Spoof, Port Scan detection ve block ozellikleri mevcuttur.

Belirli portlar Gzerinden belirli uygulamalara 6zellikler verilebilmektedir.

Bu moddul ile bilgisayarlar UGzerinde network trafik korumasi saglanmaktadir. Modul igerisinde
halihazirda aktif gelen, glincellemelerle sayisi artan ve 6nemine gore aksiyonlari 6nceden belirlenmis
2800’den fazla imza bulunmaktadir. istenildigi takdirde custom imzalar yazmak miimkiindiir.

Bu modiil ile bilgisayarlarin gilincellemeleri hangi metotla alacagi belirlenmektedir. Kullanilabilecek
metotlar : Kullanicilarin dogrudan SEPM’lerden giincelleme almasi, kullanicilarin dogrudan internetten
glincelleme almasi, kullanici bilgisayarlarindan bazilarinin giincelleyici rolliini Ustelenerek bdélgesindeki
bilgisayarlara dagitmasi ve giincellemelerin Symantec LiveUpdate Administrator Griini ile dagitilmasi
seklindedir.

LiveUpdate Administrator sayesinde Symantec Endpoint Protection Manager sunuculari internete
¢ikarmadan LiveUpdate sunucular lizerinden bilgisayarlarin glincelleme almalari saglanabilmektedir.

Group Update Provider (GUP) SEPM veya LiveUpdate sunucularindan icerik glincellemelerini (virls
imzalarini) alarak SEP yikli bilgisayarlara dagitmakla gorevli SEP Agent yiklG bilgisayarlardir. Bir
bilgisayari GUP yapabilmek igin Gstlinde SEP agentinin yiikli olmasi yeterlidir.

Orneklemek gerekirse 192.168.1.0/24 networkiinde 200 adet SEP yikli bilgisayariniz
bulunmaktadir. Biz buradan 1 veya 3 adet bilgisayari LiveUpdate politikalarindan GUP olarak
yapilandiriyoruz. llgili gruplara uyguluyoruz. Bu asamadan sonra SEPM (izerinden giincellemeleri
sadece GUP’lar almaktadir. Geriye kalan 195 adet SEP vyuklu bilgisayar glincellemeleri GUP olarak
yapilandirilmis bilgisayarlardan alacaklardir. Bu yapilandirma, SEP istemcileri ve SEPM sunucu arasindaki
bant genisligi kullanimini optimize eder.



http://192.168.1.0/24

SEPM Content Dist. Monitor ile GUP’larin disk alanlari, glincelleme durumlarini, online ve offline
durumlarini monitér edebiliyoruz. Bunun haricinde hangi gruplarin gincelleme alip almadiginda
gorebiliyoruz.

Symantec Endpoint Protection Manager, SEP Agentlarin yonetim konsoludur. Manager Uzerinden
Antivirus, Firewall, IPS, Application Device, Exception Politikalarini merkezi olarak yonetebilirsiniz. Bunlarin
yani sira ¢ok gelismis envanter, rapor ve izleme araglarina sahiptir. Ornek olarak tzerinde SEP bulunan
bilgisayarlarin aktif olan RAM, CPU ve disk alanlarina kadar takip yapilabilmekte, istenilen sekilde Risk ve
Atak raporlari temin edilebilmektedir.

SEP Managerlar tzerinden bilgisayarlara uzaktan SEP yiiklemesi yapilabilmektedir.
Symantec Endpoint Protection Manager’in yonetim arayiliziine, WEB (izerinden, bilgisayara gerekli
Java Konsolu yukleyerek veya SEPM yiikli sunucuda hazir bulunan konsoldan erisilmektedir.

http://www.symantec.com/business/support/index?page=content&id=TECH95538 adresinden
raporlar hakkinda detayl bilgi alinabilmektedir.

Symantec Endpoint Protection Integration Component (SEPIC) Symantec Management Platform
(Altiris) ve Symantec Endpoint Protection 12 arasinda entegrasyonu saglamaktadir. SEPIC Uzerinden SEP
kurulum, kaldirma ve onarma islemleri yapilmaktadir. Bunun haricinde diger 6zellikleri, farkli marka anti
virlslerin envanterlerinin ¢ikarilmasi, SEP Agent vyikli bilgisayarlarda gbrev baslatabilmesi  ve
ozellestirilebilir raporlama yapabilmektedir.

SEPIC Uzerinden bdtin islemler (Discovery ve SEP Agentlarin Kurulumlari) otomatik olarak
gergeklestirilebilmektedir.

IT Analytics ile SEPM Uizerinden alinan raporlari customize edip custom raporlar olusturabilirsiniz.



http://www.symantec.com/business/support/index?page=content&id=TECH95538

Symantec Endpoint Protection Kurulumu

Symantec Endpoint Protection’un sisteminin ana bilesenleri asagida gordigniz gibi Symantec
Endpoint Protection Manager , Symantec Endpoint Protection Database , Symantec Endpoint Protection
Manager Console ve Symantec Endpoint Protection Client’lerinden olusmaktadir.
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Embedded database kurulumlarini fiziksel olarak bilgisayarlarin ayni oldugu lokasyonlara tavsiye
ediyoruz. Eger dagitik bir yapiniz var ve bu yapilarda 1000-2000 client var ise kesinlikle SQL server
kullanilmalidir. Bunun nedeni ise database olarak Embedded Database kullanirsak sadece bir adet SEPM
ekleyebiliyoruz. Embedded database lizerine 2. Bir manager eklenemez. @ Embedded Database 5000

kullaniciya kadar desteklemektedir. Sistemin yedekli calismasi isteniyorsa Database olarak SQL Server
kurulumu yapilmalidir.



Embedded Database lizerinde Replikasyon yapilarak sistemin yedekli ligi saglanmaktadir.Bu sistem stabil
calismamaktadir.

Kullanici sayisi 5000’in Uzerinde olan yerler icin Database olarak SQL Server kullaniimalidir.
Turkiye’nin her sehrinde subesi olan isletmeler ve bu subelerde 1000-2000 kullanici var ise buralara da
SEPM kurulmalidir. SQL Database kullandigimiz zaman birden fazla manager kurarak Managerlar lizerinde
Yik Dengeleme ve SEPM yedekliligi saglanmaktadir . Database Failover senaryolarinda a ise SQL Failover
Cluster’l 6neriyoruz. Asagidaki resim de SEPM’lardan birine herhangi bir sey oldugunda Client’lar diger

SEPM Uizerinden ¢alismaya devam edecektir.
A ES ES
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Asagida kullanici sayilarina gore kurulacak olan SEPM sayilari verilmistir.

Site tasarimi ile ilgili daha fazla bilgi icin “SymantecTM Endpoint Protection 12.1.2 Sizing and Scalability Best Practices
White Paper “ incelemelisiniz. Article URL http://www.symantec.com/docs/D0OC4448



http://www.symantec.com/docs/DOC4448

Asagida belirtilen sistem gereksinimleri 1000-5000 Kullanici igin minimum system gereksinimidir.

Performans agisindan RAM ve CPU arttirilabilir.

e sletim sistemi kurulumu sonrasi Windows giincellemeleri yapilmalidir.

e User Access Control Kapatiimaldir.

e Region ayarlari kontrol edilmelidir. Kesinlike Tiirkce olmamalidir.

e SEPM kurulacak bilgisayarin Domainde olup olmamasi 6nemli degildir. Domain’e alinacak ise
kurulum éncesi alinmalidir.

e Sunucunun IP Adresi ve Hostname’l yazilmaldir. Sonradan degistirdiginde yeniden yapilandirmak
gerekmektedir.

e Sunucu lGzerinde IE Enhanced Security kapali olmahdir.

e Sunucu lzerinde NiC Teaming yapilmamalidir.

e Reputasyon sorgulari icin https://ent-shasta-mr-clean.symantec.com ve https://ent-shasta-
rrs.symantec.com adresleri proxy sunucular lzerinden Exclusion listelere eklenmelidir. Proxy’ler
Uzerinde *.symantec.com’a erisim saglanirken SSL Inspection kapali olmalidir.

e Diger Exclusionlar icin:
http://www.symantec.com/business/support/index?page=content&id=TECH162286

https://fileconnect.symantec.com adresinden Symantec Endpoint Protection 12.1.4 versiyonuna ait
Part 1 ve Part 2 dosyalari indirilmelidir.



https://ent-shasta-mr-clean.symantec.com/
https://ent-shasta-rrs.symantec.com/
https://ent-shasta-rrs.symantec.com/
http://www.symantec.com/business/support/index?page=content&id=TECH162286
https://fileconnect.symantec.com/

[J + File Description
(] + Symantec_Endpoint_Protection_12.1.4_MP1a_Part1_Installation EM.exe

[C) + Symantec_Endpoint_Protection_12.1.4_MP1a_SEPM_EN.exe

indirilen dosyalar sunucu {izerinden arsiv ‘den c¢ikariimalidir. Arsiv ‘den cikarildiktan sonra Setup.exe
cahistirihir.

Kurulum

“Install Symantec Endpoint Protection” segerek kurulumu baslatiyoruz.

@ Symantec™ Endpoint Protection VSymantec.

¢« Read This First
Links to the readme file and an overview of the installation, support information,
and issues on product functionality.

¢ Install Symantec Endpoint Protection
Installs antivirus and firewall protection, management, and reporting components.

Install Other Administrator Tools

0 Exit

Gelen Karsilama Ekranin da bize yiikleyebilecegimiz uygulamalari goseriyor. Biz “Install Symantec
Endpoint Protection Manager” secerek kuruluma devam ediyoruz.



Symantec™ Endpoint Protection ¥/ symantec.

Install Symantec Endpoint Protection Manager
Installs the management server and console, and deploys managed clients.

Install an unmanaged client
Installs a client that will not be managed by the management server,

Return to Main Menu

“Next” diyerek kuruluma devam ediyoruz.

A Symantec Endpoint Protection Manager

The Installation Wizard will perform the following steps:

Install the management server and console
Configure the management server

Create the database

Migrate from a previous version if required

Install dients

Click Mext to begin.

Gsymantec WARNING: This program is protected by copyright law and international treaties.

Lisans Sozlesmesini Kabul ederek “Next” diyerek kuruluma devam ediyoruz



poense Aoreement @.Symantec.

Please read the following license agreement carefully.

oy

]

Symantec Endpoint Protection and Symantec

Network Access Control

SYMANTEC CORPOEATION AND/ORITS AFFILIATES ("SYMANTEC") IS WILLING TO
LICENSE THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL. THE COMPANY, OR THE
LEGATL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW
AS "YOU" OF. "YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS

AT TTTTA T TATATAT A STATTR MTATT SNT TR TAT A ATITTR STRTTN TR A TR TETT TTTR Ao A AT

(®) I accept the terms in the license agreement
()1 do not accept the terms in the license agreement

Bu ekran da kurulum yapacagimiz dizini seciyoruz. isletim sisteminden ayri bir dizin olmasinda fayda
var. “Change” diyerek dizini seciyoruz. “Next” ile kuruluma devam ediyoruz.

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

G Install Symantec Endpoint Protection Manager to:

F:\Program Files (x38)\Symantec\Symantec Endpoint Protection Manager,

Installation Requirements:

Disk Space: 4GE

CPU: 1Ghz
RAM: 1024MB

“Install” diyerek kurulumu baslatiyoruz. Bu kurulum 3-5 dakika siirmektedir.



Ready to Install the Program

The wizard is ready to begin installation. GSymantec.

The installer has determined that your system meets the installation requirements for disk space, CPU and RAM.
Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to exit the wizard.

<Back || Instal || cancel

Gerekli dosyalarin kurulumu basariyla tamamlandiginda Finish diyerek kurulumu tamamliyoruz.

Kurulum tamamlandiktan sonra Management Server Configuration Wizard’t kullanarak SEPM’I
yapilandirmamiz gerekmektedir. Next diyerek yapilandirmaya devam ediyoruz.

Management Server and Console Installation Summary

The Installation Wizard has successfully installed Symantec Endpoint Protection
Manager. Click Mext to begin the configuration wizard.

Install the management server and console
Configure the management server
Create the database

Migrate from a previous version if required
Install clients

LI L 9

Click Mext to configure the management server,

@Symantec.

< Badk || Mext = | | Cancel

Management Server Configuration Wizard Ekraninda konfiglirasyonun nasil yapilandirilacagi

sorulmaktadir. Burada Default ayarlari segmiyoruz. “Custom Configuration “seciyoruz. Next diyerek
kuruluma devam ediyoruz.



T Management Server Configuration Wizard I;'i-

( UD ) Welcome to the Managemehnt Server Configuration Wizard

" |nstallation
[SISISTSTsTsTsTsT=T=]

Fleasze select a configuration type.

" Default configuration (fewer than 100 clients)

Select this option to configure a management server that manages less than 100 clisnts
and uzes an embedded database.

E Server Configuration
* )Custom configuration (more than 100 clients, or custom settings)

Select this option to configure a managemeant server that manages more than 100
clients or if you want to customize the configuration.

B Product Migration Do ywou wwart to use a recovery file to configure the management server?

M usea recovery file to restore communication with previously deployed clients

The default recovery file is detected automatically. To select a different recovery file,
click Broww=se and navigate to the file that vou want to use.

For more information, see "Recovery File Details "

To continae, click Mext.

v Symantec.

et = | | Cancel || Helpx

Burada bize SEP yiikleyecegimiz bilgisayar sayisini sormaktadir. Bizim yapimizda 1000’den fazla
bilgisayar oldugu icin “More than 1000” segiyoruz. Next diyerek kuruluma devam ediyoruz.

Buradaki se¢cim 6nemlidir. Server yapilandirmalarini buradaki kullanici sayilarina gére yapmaktadir.




Approximately how many computers will be managed by this management server?
@ Server defaults for each option

" Fewver than 100

" Between 100 and 500

" Between 500 and 1,000

B Seryver Configuration & More than 1,000

| <gack || met= | | cancel || Hew |

ilk kez kurulum yapacagimiz icin “Install my first site” segiyoruz. Next diyerek kuruluma devam
ediyoruz.



1)1 Management Server Configuration Wizard |;|i-

- Q]J / What would vou like to do?

" Installation % nztal my first site

[sTaTTali o o T ] Inztalls & new site with & management server and a database (For first-time users
only), & site is the primary unit of organization in the Symantec Endpoint Protection
management topalogy . & site consists of one database and one or mare managemeant
servers, and clents.

K Server Configuration ™ Install an additional management server to an existing site

[=T=] Inztalls an additional management server that you can configure far failover or load
balancing.

" Inztall an additional site

B Product Migration Installs.a managemerit ser\-'.er a.nd a da.tabase far replicatiu:nn.. This Dp‘tiDITl requires
more dizk space than a typical installation. For more information, see "Sizing
reguirements for Symantec Endpoirt Protection replication servers "

To continue, click Mext.

v Symantec.

= Back ” Mext = I | Cancel || Help |

Bu ekranda “Site Name” SEPM vyapisinda kullanmak istedigimiz site ismini yaziyoruz.
“Client Communications Port” ile SEP ylkli bilgisayar ile SEPM arasindaki trafigin hangi port lizerinden
yapilacagini belirtiyoruz.



Specify the site name, server name, server port, Web console port, client communications port,
zerver contral port, and server data folder for the management server that yvou want to install or

+ Installation EEILSEIES
(slssla]=]sl=]=]=1=}
Site name: |S'fmlab |
SErver Name: |SEPSGL |
E Server Configuration Server port: |8443 |
1=~ elslaisialale
Web conzole port: |EIIZIEID |
Client communications part: |8IZI1 4 |
E Proguct Migration Protection center weh services port: |8444 |

Remate management web services part: |844E |

Server control port: |8?ES |

Reporting port; |8445 |

Server data folder: |F:'IPru:ugram Files [xBE)'ISy-'mameu:lS|

®5ymantec.

= Back ]I Mext = I [ Cancel ” Help ]

SEPM’1 kuracagimiz Database’i seciyoruz. Burada Default Embedded Database’i seciyoruz. Next
diyerek devam ediyoruz.



Select the type of databaze to use:

o befaurt Embedded database|

" Installation
[SIsTsTs]s]STs S]]}

Recaommended if you install one site and one management server.

" Microzoft SAL Server database

Recommended if you install multiple stes or servers, or if you manage very large numbers
of clierts.

E I Caonfigur sti
IR (TS Choose optional database mairtenance tasks:

SEQe U000 Thesze settings affect database maintenance that iz performed by Symantec Endpoint
Protection Manager. They are useful primarily if you use the default embedded database. If you
uze a 0L Server databasze and manage it yourself, vou may not want to set up log truncation
of index rebuilding in S0L Server.

“ou can change the parameters for these settings inthe Symantec Endpoint Protection

) Pl e Manager console.

7l Avtamatically truncate database transaction log every four hours

¥ Rebuild database indexes wweekly st 2:00 on Suncsy

@5yrnantec.

= Back ]I Mext = I ’ Cancel ][ Help ]




SEPM’e baglanirken kullanacagimiz Admin kullanicisinin sifresini belirliyoruz ve email adresini

yaziyoruz.

L

Company Name’e kurum adimizi yaziyoruz.

= management console.
Inztallation

Create a system administrator account. The password will be required to log on to the

Next diyerek kuruluma devam ediyoruz.

PR Pee Company Name: |S§.-'mlah |
User name: |admin |
Password: AR | [recuired)

Server Configquration Canfirm passwward: |******** | (recuired)

L=1=1=1=1= Il

Pazsword StrengthWesk

[ I

Email address:

|baris@incei3ci.mm|

| [required)

Email address will be used to receive system natification.

Product Migration

It wour product licenses are managed by a partner, you can specify their contact information.
Partners receive updates about the status of your licenses.

Partner email address: |

Customer ID: |

FPartner Website: |

@5ymantec.

= Back ]I Mext = I

[ corcnt || v |




Encryption Password’u belirliyoruz. Encryption Password’u kesinlikle unutulmamalidir.

diyerek kuruluma devam ediyoruz.

Create an encryption password for client computers to use when communicating with the
management server. In the event of disaster recovery, you will need thiz password. ou cannot
change thiz password once it has been created.

" |nztalistion
|

[SIS[SISTs]STSTSTSTSY " Use random password

& Lzer defined

. - 1 - ExE2 it
B Server Configurstion Creste encryption passward: |

(=1=1=1=T=]= Il

Caonfirm encryption password: |*********|

E Product Migration

A

®5ymantec.

Password Strenoth: Strong E

Il et~ |

[ Cancel ” Help ]

Next



SEPM’in Raporlari, notificationlari gonderecegi mail server ayarlamalari yapiyoruz. Next diyerek
kuruluma devam ediyoruz.

The management zerver uzes theze zeftings to communicate with vour email zerver. Use the
detfaults if yvou do not know the values. You can later change these settings by edit the server

+ Installation properties from the management server console.
(oI= =TT =T~ ) ,
Email server IP address or name: |mallserver.symlab.com |
Port number: |25 |
Sender email address: |Sepm@symlab.com |
B Server Configuration
User name: |sepm |
(=I=T=I=T=T= 1= T
Passward: |*********| |

r Require the server to use a secure connection[=5L)

K Procuct Migration Zend Test Email

@5ymantec.

’ = Back ]l Mext = | [ Cancel ][ Help ]




Data Collection ekranin da bilgilerimizin Symantec’e system vb bilgilerini gdnderip gdndermemesini
sormaktadir. isterseniz gdndermeyebilirsiniz. Next diyerek database’in yaratilmasini baslatiyoruz. Bu islem
5-10 dakika arasi sirmektedir.

Burada toplanan istatistikler anonym istatistiklerdir. Uriin gelistirme ve performansina yonelik bu analizler Symantec
tarafindan toplanmaktadir. Acik olmasini tavsiye etmekteyiz.

L Management Server Configuration Wizard -

QD | Data Collection |

o Il kifgn “ou can opt to submit anonymous system information and infarmation about howe you use this

[sTsTataTslaTsTalals) product to Symartec to help Symantec analyze and improve the functionality of its endpoint

security solutions . Such information may include infarmation regarding installstion of the

Licenzed Software, information on potential security risks as well az URLs of wehsites

visited that the Licensed Software deems potentially fraudulent, portable executable files that

are idertified as malware infarmation on servers, hosts, attacks, system tratfic and databasze

E Server Configuration maragement and ather information used for purposes of analyzing and imgproving the
90000000 functionality of Symantec's products.

The Symantec Endpoint Protection Manager periodically sends this data to a Symantec server
uzing 551 encryption. The collected information may be transferred to the Symantec group in
n standards
The database iz being created and initislized. This will take a few martec has
minutes. ate level of

& lawy
Preparing Database. .. na ar ather

E Product Migration

k=, Symantec
oftweare
and publizh
EROME 0N SECUrTy FISk Trends. By Optng 10 slow symartes 1o colect and retreve this
infarmation, you acknowledge and agree that Symantec may collect, transmit, store, disclose
and analyze such information for these purposes.

“ou can change thiz setting in the management conzole after the installation. Go to the Data
Caollection tab in the Site Properties dialog box.

[ es, |would like to help optimize Symantec's endpoint security solutions by submitting
anonymous system and usage information to Symantec.

v Symantec.

‘Eﬁ Cancel ” Help |




Finish diyerek yapilandirmayi tamamliyoruz. Symantec Endpoint Protection Embedded Database
kurulumu ve yapilandirmasi tamamlanmistir.

@ Management Server Configuration Wizard Completed
REr .

Mote that instaling Symantec Endpoint Protection Manager does not install the Symantec Endpoint
" Installation Protection client on this computer. You should also install the Symantec Endpoint Protection client.

[sIsTsTs]a]sTaT=]aTs] Do you want to migrate policy and client configurations from & previous version of Symantec
Artivirus or Symantec Sdministrator Console for Mac?

You can nan this wizard st a later time from the Start menu on this computer.

I™ Run the Migration Wizard from Symantec Antivirus (S|
[¥ Launch the Symantec Endpoint Protection Manager

& Server Configuration
[SIS{SISIST=T=T=T=T=]




Symantec Endpoint Protection Manager icin SQL kurulumu anlatilmistir. Failover — High Avability
dzellikleri yoktur. isletim Sistemi Windows Server 2012’dir.

Asagida belirtilen system gereksinimleri 5000-20000 Kullanici igin minimum system gereksinimidir.
Performans agisindan RAM ve CPU arttirilabilir. Asagidaki gereksinimler sadece SEPM igin kullanilacak SQL
Server igin gegerlidir.

e sletim sistemi kurulumu sonrasi windows giincellemeleri yapilmalidir.

e User Access Control Kapatiimalidir.

® Region ayarlari kontrol edilmelidir. Kesinlike Tlirkge olmamalidir.

e SEPM kurulacak bilgisayarin Domainde olup olmamasi 6nemli degildir. Domain’e alinacak ise
kurulum 6ncesi alinmaldir.

e Sunucunun IP Adresi ve Hostname’l yazilmalidir. Sonradan degistirilemez.

e Sunucu lzerinde IE Enhanced Security kapali olmahdir.

e Sunucu lzerinde NiC Teaming yapilmalidir.



SQL Server kurulum CD’si ile kurulum baslatilir. “New SQL Server Stand-Alone Installation or add
features to an existing installation” secilerek kuruluma baslanir.

pn

New SQL Server stand-zlone installation or add features to
an existing installation

Launch 2 wizard to install SQL Server 2012 RCOin a
nen-clustered envil t or to add fi to an existi
SQL Server 2012 RCO instance.

2 New SQL Server failover cluster installation

A

? ?6"1 Server 2012

Kurulum igin belirli kontroller yapilmaktadir. Bu kontrollerin “Passed” olmasi gerekmektedir.

diyerek kuruluma devam ediyoruz.

Launch a wizard to install a single-node SQL Server 2012
RCO failover cluster.

Add node to 2 SQL Server failover cluster

Launch a wizard to add a node to an existing SQL Server
2012 RCO failover cluster,

Upgrade from SQL Server 2003, SCL Server 2008 or SQL
Server 2008 R2

Launch a wizard to upgrade SQL Server 2003, SQL Server
2008 or SQL Server 2008 R2 to SQL Server 2012 RCO.

OK



Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQOL Server Setup support files. Failures must be
comected before Setup can continue.

Setup Support Rules Operation completed. Passed: 8. Failed 0. Waming 0. Skipped 0.

Hide detailg <<

View detailed report

Rule
@ Setup administrator

@ Setup account privileges

@ Restart computer

Q Windows Management Instrumentation (WMI) service

@ Consistency validztion for SQL Server registry keys

Q Long path names to files on SOL Server installation media

& -SQ'L Server Setup Product Incompatibility

(@ NET 2.0 and .MET 3.5 Service Pack 1 update for Windows 2002 ...

Lisans ekranin da “Enter the Product Key” kismina lisansimizi yaziyoruz. Next diyerek kuruluma
devam ediyoruz.

Product Key

Specify the edition of SQL Server 2012 RCO to install.

Product Key Validate this instance of SQL Server 2012 RCO by entering the 25-character key from the Microsoft
License Terms certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express, Evaluation has the largest set of SQL Server features, as documented in SQL
Product Updates Server Books Online, and is activated with a 180-day expiration. Te upgrade from one edition to

Install Setup Files ancther, run the Editicn Upgrade Wizard.

(®) Specify a free edition:

| Evaluation

() Enter the product key:

Lisans Sozlesmesi ekraninda Lisans sozlesmesini kabul ediyoruz. Next diyerek kuruluma devam
ediyoruz.



License Terms

To install SQL Server 2012, you must accept the Microsoft Software License Terms.

Product Key ~
MICROSOFT SOFTWARE LICENSE TERMS 1
License Terms —
Product Updates MICROSOFT SQL SERVER 2012 ENTERPRISE SERVER/CAL EDITION
Install Setup Fil
Hp e These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

¢ updates,
«  supplements,

« Internet-based services, and

- cnnnnrt canvirac

[+ | accept the license terms.

Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SOL Server and its components.

See the Microsoft SOL Server 2012 Privacy Statement for maore information.




SQL Server Gincellemelerini kontrol ediyoruz.

Updates”

segiyoruz..

Product Updates

Next diyerek kuruluma

Always install the |atest updates to enhance your SQL Server security and performance.

devam

Product Key
License Terms
Product Updates
Install Setup Files

[w] Include SOL Server product updates

Mame Size (MB)

More Information

SQL Server 2012 SP1 GDR Setup ... |26

KB 2793634

1 updates (26 MB) found online,
The Setup updates (26 MB) will be installed when you click Next.

Read cur privacy statement cnline

Learn more about SOL Server product updates

< Back

Cancel

Glncelleme var ise “Include SQL Server Product

ediyoruz.



Install Setup Files

update will also be installed.

SQL Server Setup will now be installed. If an update for SQL Server Setup is found and specified to be included, the

Product Key
License Terms
Product Updates
Install Setup Files

Downloading the Setup files: & MB of 26 ME downloaded (22 %)

Task Status

Scan for product updates Completed
Download Setup files In Progress
Extract Setup files Mot started
Install Setup files Mot started

< Back Install Cancel

Burada SQL Server lzerine kuracagimiz Role’leri secgiyoruz. Biz SEPM 6zel kuracagimiz igcin “SQL Server

Fature installation” segiyoruz. Next diyerek kuruluma devam ediyoruz.

Setup Role

role to install a specific configuration.

Click the SOL Server Feature Installation option to individually select which feature components to install, or click a feature

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Disk Space Requirements

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

(@) SOL Server Feature Installation

Install QL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
and other features.

() SOL Server PowerPivot for SharePoint
Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data
access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
database server.
Add SOL Server Database Relational Engine Services to this installation.
) All Features With Defaults

Install all features using default wvalues for the service accounts.

Feature Selection Ekraninda “Database Engine Services” Client Tools Connectivity” “Client Tools
Backwards Compatibility” “Management Tools Basic” “Management Tools Complete” segiyoruz. Next

diyerek kuruluma devam ediyoruz.



Burada Shared Feature Directory degistirilirse SEPM lizerinde de bcp.exe’nin yeri buradaki adres yazilmalidir.
Yazilmadigi takdirde SQL Server Client Connectivity yiiklenmedi hatasi vermektedir.

o

Feature Selection

Select the Enterprise features to install.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

SQL Server 2012 Setup = 'D
Feature description:
# || The configuration and eperation of each -~

Database Engine Services
[] sl Server Replication
[] Full-Text and Semantic Extractions for Seard
[_] Data Quality Services

[] Analysis Services

[] Reporting Services - Mative

Shared Features

[] Reporting Services - SharePoint

[] Reporting Services Add-in for SharePoint Prody

|| Data Quality Client

[] sOL Server Data Tools

Client Tools Connectivity

[_] Integration Services

instance feature of a SQL Server instance is
isolated from other SOL Server instances.
5L Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:

. Microsoft \MET Framework 4.0
-Windows PowerShell 2.0

- Microsoft .MET Framework 3.5

To be installed from media:

[+ Client Tanls Backwards Coampatihilite ~ “ Microsoft Visual Studio 2010 Shell
< m >
Select All | | Unselect All |

Shared feature directony:

|C:\Program Files\Microsoft SOL Server',

Shared feature directory (x86): |C:\Program Files (x26)\Microsoft SCL Server',

| = Back ||

Mext = | | Cancel | | Help |

it

Feature Selection

SAL Server 2012 Setup

Select the Enterprise features to install,

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Feature description:

[[] Reporting Services - SharePoint

[] Reporting Services Add-in for SharePoint Produ

[] Data Quality Client

[] 50L Server Data Tools

Client Tools Connectivity

[ Integration Services

Client Tools Backwards Compatibility

[] Client Tools SDK

[[] Documentation Components

Management Tools - Basic
Management Teols - Complete

[] Distributed Replay Controller

[] Distributed Replay Client

[1801 Client Connectivite SDK >
£ m >

Shared Features ~

The configuration and operation of each ~
instance feature of a 50L Server instance is
isolated from other SOL Server instances.

SOL Server instances can operate side-by-

side on the same computer.

Prerequisites for selected features:

Already installed:
‘... Microsoft .NET Framework 4.0
Windows PowerShell 2.0
‘.. Microsoft .MET Framework 3.5
To be installed from media:

‘... Microsoft Visual Studio 2010 Shell

‘ Select All H Unse|ectm||

Shared feature directory:

|C:\Program Files\Microsoft SOL Servert,

Shared feature directory (x56): |C:\Program Files (x368)\Microsoft SOL Server\,




Next diyerek kuruluma devam ediyoruz.

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Cperaticn completed. Passed: 2. Failed 0. Warning 0. Skipped 0.

Feature Selection
Installation Rules Show details == Be-run
Instance Configuration View detailed report
Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Instance ile ilgili ayarlamalarimizi yapiyoruz. Instance name SEPM yapiyoruz. Next diyerek kuruluma
devam ediyoruz.



Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules () Default instance
Setup Role

Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirements

® Mamed instance: |SEPM

Instance ID; |SEPM

S Eemir IR Instance root directorny: |C:\Program Files\Microsoft SOL Servert,

Database Engine Configuration
Error Reporting

SQL Server directory: CM\Program Files\Microsoft SQL ServertMSSCL11.5EPM
Installation Configuration Rules
Ready to Install Installed instances:
Installation Progress Instance Mame Instance ID Features Editicn Version
Complete
< Back | | Mext = | | Cancel | |

Next diyerek kuruluma devam ediyoruz.

Disk Space Requirements

Rewview the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:
Setup Role

E@ Drive C: 2937 MB required, 47194 MEBE awvailable

Feature Selection - System Drive (C:h): 1267 ME required

In<tallation Rules Shared Install Directory (C:\Program Files\Microsoft 5QL Server): 806 MB required
[r=Eres ErmrereiEn Instance Directory (C\Program Files'\Microsoft SQL Server\): 264 ME required
Diisk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Burada Service Accountlarini kontrol ediyoruz. SQL Server igin istersek Service Accountu olusturup o
kullanici bilgilerini buraya yazabiliriz. Service account yapilandirmamizdan sonra Collation ayarlarini



yapmaliyiz.

Server Configuration

Specify the service accounts and collation cenfiguraticon.

Setup Support Rules Service Accounts | Collation

Setup Role

Feature Selection Microscft recommends that you use a separate account for each SQL Server service.

Installation Rules Service Account Mame Password Startup Type
Instance Configuration NT Service\SOLAgentSSs... Manual ~

Disk Space Requirements S0L Server Database Engine MT Service\MSSOLESEPM Automatic L
Server Configuration SQL Server Browser MNT AUTHORITYNLOCAL ... Automatic s
Database Engine Configuration

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Collation “SQL_Latin1_General_CP1_CI_AS” secilmelidir. Next diyerek kuruluma devam ediyoruz.

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Cellation

Setup Role

Feature Selection RS

Installation Rules |SQL_Lalin‘I_General_CP“I _CILLAS | Customize...
Instance Cenfiguration Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

Disk Space Requirements insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-

Server Configuration Unicode Data

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete




Server Configuration’da Authentication Mode’u segiyoruz. SEPM Windows ve Mixed
Authenticationlarin desteklemektedir. Burada Mixed seciyoruz. Passwordleri yazdiktan sonra “Add Current
User” ile Windows’a Logon oldugumuz kullaniciyida ekliyoruz. Data Directories yapilandirmasinda SEPM’in
database yerini belirtiyoruz. Next diyerek kuruluma devam ediyoruz.

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuration | Cata Directories I FILESTREAM
Setup Role

Feature Selection Specify the authentication mode and administrators for the Database Engine.

Installation Rules Authentication Mode

(= FIres S e ) Windows authentication mode

Disk Space Requirements B o ~ o
. i @) Mixed Mode (SQL Server authentication and Windows authentication)
Server Configuration

Database Engine Configuration Specify the password for the SQL Server system administrator (sa) account.

Error Reporting Enter password: |"'°°"" |

Installation Configuration Rules

1 . LL L L L L L L 1)
Ready to Install Confirm password: | |

Installation Progress Specify SOL Server administrators
Complete

SEPSOQL\Administrator (Administrator) S0L Server administrators
have unrestricted access
to the Database Engine.




Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules

Setup Rele

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Canfiguration

Database Engine Configuration
Error Reporting

Installation Cenfiguration Rules
Ready to Install

Installation Progress

Complete

| Server Configuration |} Data Directorie

| FILESTREAM

Data root directony: |C:‘\Program Files\Microsoft SOL Server,

=

System database directony: C:\Program Files\Microsoft SQL

Server\MS550QL11.5EPMM\MSSCL\Data

User database directory: | ChProgram Files\Microsoft SOL Server\MS50L11.5EPMAMSSCLY |

User database log directory: |C:\Program Files\Microsoft SOL ServertMS5CL1T1 .SEPM\MSSQL\l

Temp DB directory: |C:\Program Files'\Microsoft SQL Servert\M55QL11 .SEPM\MSSQL\l

Temp DB log directory: |C:\Program Files'Microsoft SCL Server\ MSSCL11 .SEPM\MSSQL\l

Backup directory: |C:‘\Program Files\Microsoft SOL Server\MS5CQL11 .SEPM\MSSQL\l

Next diyerek kuruluma devam ediyoruz.

Error Reporting

Help Microsoft improwve SOL Server features and services.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve future releases
of SAL Server. These settings are optional. Microsoft treats this information as confidential. Microsoft
may provide updates through Microsoft Update to modify feature usage data. These updates might be
downloaded and installed on your machine automatically, depending on your Automatic Update
settings.

See the Microsoft SOl Server 2012 Privacy Statement for more information.

Read more about Microsoft Update and Automatic Update.

Send Windows and SOL Server Error Reports to Microsoft or your corporate report server. This setting
only applies to services that run without user interaction.

Next diyerek kuruluma devam ediyoruz.




Installation Configuration Rules

Setup is running rules to determine if the installaticn process will be blocked, For more informaticn, click Help,

Setup Support Rules
Setup Role

Feature Selection
Installation Rules
Instance Configuration

Operation completed, Passed: 4. Failed 0. Warning 0. Skipped 0.

Hide details <<

Wiew detailed report

Disk Space Requirements
Server Configuration Rule Status
Database Engine Configuration @ FAT32 File System Passed
Error Reporting @ Existing clustered or cluster-prepared instance Passzed
Installation Configuration Rules @ Cross language installation Passed
Ready to Install @ Same architecture installation Passed
Installation Progress
Complete
< Back ‘ | Mext = | ‘ Cancel ‘ | Help
Install diyerek kurulumu baslatiyoruz.
Ready to Install
Verify the SQL Server 2012 features to be installed.
Setup Support Rules Ready to install SQL Server 2012:
Setup Role = Surnmary Z
Feature Selection - Edition: Enterprise
Installation Rules - Action: Install (Product Update)
Instance Configuration 8- Pirerequisi'te.s =
B R [=)- Already installed:
BElSpactbequEments - Microsoft .WET Framework 4.0 L |
Server Configuration - Windows PowerShell 2.0
Database Engine Configuration - Microsoft .MET Framework 3.5
Error Reporting =~ To be installed from media:
LM ft Wi | Studic 2010 Shell
Installation Configuration Rules |cro-so |-sua e =
=I- General Configuration
Ready to Install =- Features
Installation Progress i Database Engine Services
Complete - Client Tools Connectivity
- Client Tools Backwards Compatibility
- Management Tools - Basic
- Management Tools - Complete ™
PSS P £ £ .
[<] m | [>]

Configuration file path:

| C:Program Files\Microsoft SQL Server'11005etup BootstraphLogh20140710_013442 ConfigurationFile.ini |

Install

Cancel

[ e ]




Installation Progress

Setup Support Rules

Feature Selection Install_sgl_engine_core_shared_Cpu&d_Action : InstallFiles. Copying new files
Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Cenfiguraticn
Error Reporting

Installation Cenfiguration Rules
Ready to Install

Installation Progress
Complete

SQL Server kurulumu tamamlanmistir.

Complete

Your SOL Server 2012 installation completed successfully with product updates.

Setup Support Rules Information about the Setup operation or possible next steps:

Setup Role

. Feature Status ~
Feature Selection s =

. » Management Tools - Complete Succeeded

Installation Rules () Client Tools Connectivity Succeeded =
Instance Configuration () Client Tools Backwards Compatibility Succeeded
Disk Space Requirements () Management Tools - Basic Succeeded
Server Configuration () Database Engine Services Succeeded

. . . (3 SOL Browser Succeeded hd
Database Engine Configuration
Error Reporting
Installation Configuration Rules Details:
Ready to Install Viewing Product Documentation for SQL Server
Installation Progress
Complete Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
<http://go. microsoft. com/fwlink/?LinklD=224683>.

Summary log file has been saved to the following location:

C\Program Files\Microsoft SOL Server\110\Setup Bootstrapi\Legh20140710 013442
Summary SEPSOL 20140710 013442 txi

Close ‘ ‘ Help




Asagida belirtilen sistem gereksinimleri 5000 Kullanici igin minimum sistem gereksinimidir.
Sistemin performansh ¢alismasini istersek ikinci bir Symantec Endpoint Protection Manager kurmaliyiz.

Performans agisindan RAM ve CPU arttirilabilir.

e isletim sistemi kurulumu sonrasi Windows giincellemeleri yapilmalidir.

e User Access Control Kapatiimalidir.

e Region ayarlari kontrol edilmelidir. Kesinlike Tiirkce olmamalidir.

e SEPM kurulacak bilgisayarin Domainde olup olmamasi onemli degildir. Domain’e alinacak ise
kurulum éncesi alinmalidir.

e Sunucunun IP Adresi ve Hostname’l yazilmalidir. Sonradan degistirdiginde yeniden yapilandirmak
gerekmektedir.

e Sunucu lzerinde IE Enhanced Security kapal olmahdir.

e Sunucu lzerinde NiC Teaming yapilmamalidir.

e Reputasyon sorgulari icin https://ent-shasta-mr-clean.symantec.com ve https://ent-shasta-
rrs.symantec.com adresleri proxy sunucular lzerinden Exclusion listelere eklenmelidir. Proxy’ler
Uzerinde *.symantec.com’a erisim saglanirken SSL Inspection kapali olmalidir.

e Diger Exclusionlar icin:
http://www.symantec.com/business/support/index?page=content&id=TECH162286

https://fileconnect.symantec.com adresinden Symantec Endpoint Protection 12.1.4 versiyonuna ait
Part 1 ve Part 2 dosyalari indirilmelidir.



https://ent-shasta-mr-clean.symantec.com/
https://ent-shasta-rrs.symantec.com/
https://ent-shasta-rrs.symantec.com/
http://www.symantec.com/business/support/index?page=content&id=TECH162286
https://fileconnect.symantec.com/

[J + File Description
(] + Symantec_Endpoint_Protection_12.1.4_MP1a_Part1_Installation EM.exe

[C) + Symantec_Endpoint_Protection_12.1.4_MP1a_SEPM_EN.exe

indirilen dosyalar sunucu (izerinden arsiv “den cikarilmalidir. Arsiv ‘den cikarildiktan sonra Setup.exe
cahstirihr.

Kurulum
“Install Symantec Endpoint Protection” tiklanarak kurulumu baslatiyoruz.

@ Symantec™ Endpoint Protection V' Symantec.

¢ Read This First
Links to the readme file and an overview of the installation, support information,
and issues on product functionality.

¢ Install Symantec Endpoint Protection
Installs antivirus and firewall protection, management, and reporting components.

Install Other Administrator Tools

O Exit

Gelen Karsilama Ekranin da bize yiikleyebilecegimiz uygulamalari goseriyor. Biz “Install Symantec
Endpoint Protection Manager” secerek kuruluma devam ediyoruz.



@ Symantec™ Endpoint Protection 'V Symantec.

Install Symantec Endpoint Protection Manager
Installs the management server and console, and deploys managed clients.

Install an unmanaged client
Installs a client that will not be managed by the management server.

Return to Main Menu

Karsilama ekraninda bize kurulum adimlari gosteriyor. “Next” diyerek kuruluma devam ediyoruz.

‘ Symantec Endpoint Protection Manager

The Installation Wizard will perform the following steps:

Install the management server and console
Configure the management server

Create the database

Migrate from a previous version if required

Install dients

Click Mext to begin.

Gsymantec WARNING: This program is protected by copyright law and international treaties.




Lisans Sozlesmesini Kabul ederek “Next” diyerek kuruluma devam ediyoruz.

Hoense Aoreement @.Symantec.

Please read the following license agreement carefully.

oy

]

Symantec Endpoint Protection and Symantec

Network Access Control

SYMANTEC CORPOEATION AND/ORITS AFFILIATES ("SYMANTEC") IS WILLING TO
LICENSE THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL. THE COMPANY, OR THE
LEGATL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW
AS"YOU" OF. "YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TEEMS

AT TTTTTA T TATTATAT A AITITTR MTRTT SNT TENTERTAT A ATITTR STATTL TR A TR T TTTR LS L A TTR

(®) I accept the terms in the license agreement
() 1 do not accept the terms in the license agreement

Bu ekran da kurulum yapacagimiz dizini segiyoruz. isletim sisteminden ayri bir dizin olmasinda fayda
var. “Change” diyerek dizini segiyoruz. “Next” ile kuruluma devam ediyoruz.

Destination Folder
Click Mext to install to this folder, or didk Change to install to a different folder.

Install Symantec Endpoint Protection Manager to:
F:\Program Files (x88)\symantec\Symantec Endpoint Protection Manager',

Installation Requirements:

Disk Space: 4GB
CPU: 1Ghz
RAM: 1024MB

“Install” diyerek kurulumu baslatiyoruz. Bu kurulum 3-5 dakika siirmektedir.



Ready to Install the Program

The wizard is ready to begin installation. @Symantec.

The installer has determined that your system meets the installation requirements for disk space, CPU and RAM.
Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to exit the wizard.

<Back || Instal || Cancel

Gerekli dosyalarin kurulumu basariyla tamamlandiginda Finish diyerek kurulumu tamamliyoruz.

Kurulum tamamlandiktan sonra Management Server Configuration Wizard’i kullanarak SEPM’I
yapilandirmamiz gerekmektedir. Next diyerek yapilandirmaya devam ediyoruz.

Management Server and Console Installation Summary

The Installation Wizard has successfully installed Symantec Endpoint Protection
Manager. Click Mext to begin the configuration wizard.

Install the management server and console
Configure the management server
Create the database

Migrate from a previous version if required
Install dients

LI

Click Mext to configure the management server.

QSymantec-

< Back ” Mext = | | Cancel

Management Server Configuration Wizard Ekraninda konfiglirasyonun nasil yapilandirilacagi

sorulmaktadir. Burada Default ayarlari segmiyoruz. “Custom Configuration “seciyoruz. Next diyerek
kuruluma devam ediyoruz.



Management Server Configuration Wizard == -
{ QD | Welcome to the Management Server Configuration Wizard
" Installation Plesse selsct & configuration type.
[SI=I=TsTsT=]=YT=T~}

¢ Default configuration (fewer than 100 clients)

Select this option to configure a management server that manages less than 100 clients
and uzes an embedded database.

B Server Configuration

+ Custom configuration {(more than 100 clients, or custom settings)

Select this option to configure a management server that manages more than 100
clierts or if you want to customize the configuration.

K Product Migration Do you want to use a recavery file to configure the management server?

[T uses recovery file to restore communication with previously deployed clients

The default recovery file is detected automatically. To select a different recowvery file,
click Browwse and navigate to the file that you wart to use.
For more information, see "Recovery File Details "

To continue, click Mext.

v Symantec.

Mext = | | Cancel ” Help

Burada bize SEP yikleyecegimiz bilgisayar sayisini sormaktadir. Bizim yapimizda 1000’den fazla
bilgisayar oldugu igin “More than 1000” segiyoruz. Next diyerek kuruluma devam ediyoruz.

Buradaki segcim 6nemlidir. Server yapilandirmalarini buradaki kullanici sayilarina gére yapmaktadir.




Approximately how many computers will be managed by this management server?

lﬁl Server defaults for each option

™ Fewer than 100
' Betwween 100 and 500

" Between 500 and 1,000

E Server Configuration & More than 1,000

| <msek || mwext» | | concel || mew |

ilk kez kurulum yapacagimiz icin “Install my first site” seciyoruz. Next diyerek kuruluma devam
ediyoruz.



1)
W |nztallation

oLl l=[=]=]=Fe]=]=}

B Server Configuration

e

E Product Migration

v Symantec.

Management Server Configuration Wizard | =15 .

What weould you like to dav

% Inztall my first site
Installs & new site with & management server and & database (For first-time users
only). & site iz the primary unit of organization in the Symantec Endpoint Protection
management tapology . & site consists of one database and one or mare managemernt

zervers, and clients.

£ Inztall an additional management server to an existing site
Installz an additional management server that you can configure for failover or load
balancing.

" In=tall an additional site

Inztallz & management server and a database for replication. This option reguires

moare disk space than a typical installation. For more information, see "Sizing
requiretments for Symantec Endpoirt Protection replication servers ™

To continue, click Mext.

= Back ” Mext = ] | Cancel ” Helgp |




“Site Name” SEPM vyapisinda kullanmak istedigimiz site ismini yaziyoruz. “Client Communications
Port” ile SEP yuklU bilgisayar ile SEPM arasindaki trafigin hangi port tGizerinden yapilacagini belirtiyoruz.

I Management Server Configuration Wizard — || = -
Specify the site name, server name, server pott, Wieb console port, client communications port,
server control part, and server data folder for the management server that you want to install or

+ Installation configure.
(SI=IsI=]=T=]=g=]s 1=}
Site narme: |S'fmlab |
Server name: |SEPSGL |
E Server Configuration Server port: |8443 |
S9OO0CO000
Web consale pott: |9I2|9E| |
Client communications port: |3El1 4 |
B Product Migration Protection center wek services port: |3444 |

Remote management web zervices port: |344E |

Server contral port: |8TES |

Repotting port: |8445 |

Server data folder: |F:1Pr|:|gram File=: (xSEJ'ISymanteclSl | Browsze. .

v Symantec.

= Back H Mext = ] | Cancel ” Help l




SEPM’i kuracagimiz Database’i seciyoruz. Burada Default Embedded Database’i seciyoruz. Next diyerek
devam ediyoruz.

Il Management Server Configuration Wizard = | & [
: QD | Zelect the type of databasze to use:
Vv hetalae " Defautt Embedded databass
Recommended if you install one site snd ane management server.
TSYSTSTSTST-T=YaT=T=) ! J

¥ hicrosoft SOL Server database

Recommended if you install multiple stes or servers, or if you manage very large numbers
of clierts.

E Server Configuration
g Chooze optional databasze maintenance tasks:

QOeQ These =settings atfect databasze maintenance that is performed by Symantec Endpoint
Protection Manager. They are uzetul primarily if yau use the default embedded datshaze. If you
uze a SOL Server databasze and manage t yourself, you may not want to set up log truncation
or index rebuilding in SGL Server,

You can change the parameters for these settings in the Symantec Endpoint Protection

® Product Migration Manager console.

- Avtamatically truncate database tranzaction log every four haurs

[ Rebuild databaze indexes weeekly st 2:00 an Sunday

v Symantec.

= Back ” Mext = ] | Cancel ” Help |




Create a new database diyerek SEPM database’ini olusturuyoruz.

Do wou weant to create a nevy Symantec Endpoint Protection Manager database or uze an
exizting datshaze?

_.‘-' v_l—n"ﬂall io :
' (sI=Ts]=T=]=TsTaTaT]

o k:reate a newy database|

" Usean exizting databaze

| = Back Il Mext = I [ Cancel I[ Help I




Database Server Authentication Bolumunde “Authentication Type” SQL Server Authentication
seciyoruz. SQL Server sa kullanicisinin sifresini girerek connect to database diyoruz. Erisimde herhangi bir
problem yoksa New Database Creation’da SQL sunucuda olusturulacak database ile ilgili bilgileri giriyoruz.

g Management Server Configuration Wizard = | “ .
Step One: Database Server Authentication
Thiz step must be completed first.
¥ Installation Authertication type: |SGL Server Authertication -]
[SISTSTSTs S STSTTSY
Databaze server: |SEPSQL'ISEF‘M |
SEL server port: |1 433 |
B Sepver Configurstion Sarver user name: |sa |'QJ
(=I=1=1=1=]=Talainle
Server password: EEARRERLE |'.§J
Sl Server client folder: |C:1.F'r|:|gram Files\Wicrosoft SGL Servertl 1| | Browse | @)
E Product Migraﬁgn || Connect to gaiahase ” (requiredj I@
Step Two: New Database Creation
Database name: |sem5 |
Database data folder: rogram Files'Microsoft SGL ServerMSSOL11 SEPMMSSELDATA |
Database uzer name: |sem5 |'§J
Database password: | |'§‘,l
Confirm passward: | |
v Symantec.

= Back H Mext = ] | Cancel “ Help ]




SEPM’e baglanirken kullanacagimiz Admin kullanicisinin sifresini belirliyoruz ve email adresini
yaziyoruz. Company Name’e kurum adimizi yaziyoruz. Next diyerek kuruluma devam ediyoruz.

Creste a system administrator account. The password will be reguired to log onto the
management console.

e :
" |nztallation =
(TP P Tarara et =t=1 COmpany Name: |S§.-'mlab |
Uszer name: |admin |
Pazzword: |******** | [required)
B Server Configuration Confirm password, [P | [recuired])
@988 0000 Pazzword Strengthiveak E
Email address: |baris@inceisci.com| | [reguired)

Email address will be uzed to receive system notification.

E Procuct Migration
g If wour product licenses are managed by a pattner, you can specify their contact information.

Partners receive updastes about the status of your licenses.

Partner email address: | |

Customer D | |

Fartner Website: | |

@Symantec.

= Back ]I Mext = I [ Cancel ][ Help ]




Encryption Password’u belirliyoruz. Encryption Password’u kesinlikle unutulmamalidir. Next
diyerek kuruluma devam ediyoruz.

Create an encryption password for client computers ta use when communicating with the
management server. Inthe event of disaster recovery, you will need this password. You cannot
change thiz password once it has been created.

" Inztallstion
|
[SISSTSTs]STSTSTSTS] " Use random pazsword

@ Uszer defined

B Sepyer Configuration Create encryption passwoard: |*******Mt |

eeeeee UL Confirth encryption password: |*********| |

Pazzword Strength: Strong E

E Product Migration

| <ok || med= | | coneat || Hep |




SEPM’in Raporlari, notificationlari génderecegi mail server ayarlamalari yapiyoruz. Next diyerek
kuruluma devam ediyoruz.

The management zerver uses these zeftings to communicate with your email zerver. Use the
defaults if vou do not know the values. You can lster change these settings by edit the server
properties from the management server console.

4 Inztallstion
(SIs]sIsTsT=]=T=]<]~] ) ;
Etmail server IP address or name: |mallserver.symlab.com |
Port number: |25 |
Sender email address:; |Sepm@symlab.cu:um |
E Server Configuration
Uszer narme: |sepm |
(=I=T=1=T=T=1=Ilul
Pazswoard: |*********| |

- Require the zerver to uze a secure connection[=5L)

E Product Migration Send Test Email

@5ymantec.

’ = Back ]l Mext = | [ Cancel ][ Help ]




Data Collection ekranin da bilgilerimizin Symantec’e system vb bilgilerini gonderip gdndermemesini
sormaktadir. isterseniz gdndermeyebilirsiniz. Next diyerek database’in yaratiimasini baglatiyoruz. Bu islem
5-10 dakika arasi slirmektedir.

Burada toplanan istatistikler anonym istatistiklerdir. Uriin gelistirme ve performansina yonelik bu analizler Symantec
tarafindan toplanmaktadir. Agik olmasini tavsiye etmekteyiz.

it Management Server Configuration Wizard -

Z QD Data Collection

& Inteilillen You can opt to submit anonymous system information and information about how you use this

[asTamTonT T T T T T T product to Symantec to help Symantec analyze and improve the functionality of itz endpoint

security solutions. Such information may include information regarding installation of the

Licenzed Software, information on potertial security risks as well as URLs of websites

vizited that the Licensed Software deems potentially fraudulent, portable executable files that

are identified as malware information on servers, hosts, attacks, system traffic and database

B Server Configurstion management and other information used for purposes of analyzing and improving the
P functionality of Symantec's products.

The Symantec Endpoirt Protection Manager periodically sends this data to a Symantec server
using S50 encryption. The collected information may be transferred to the Symantec group in
on standards
The database is being created and initialized. This will take a few mantec has
minutes. ite level of

a lasay
Preparing Database... ns or other

E Product Migration

k=, Symantec
oftware

and publish
FEpOrts o ECUFTY FIZK trends . By opting 1o alow =ymantec to collect and retrieve this
information, you acknowledge and agree that Symantec may collect, transmit, store, disclose
and analyze such information for these purposes.

You can change this setting in the management consale after the installation. Go to the Data
Collection tab in the Site Properties dialog box.

[ Cfes, would like to help optimize Symantec's endpoint security solutions by submitting
anonymous system and usage infarmsation to Symantec.

v Symantec.

= Back Cancel ” Help




Finish diyerek yapilandirmayl tamamliyoruz. Symantec Endpoint Protection Embedded Database
kurulumu ve yapilandirmasi tamamlanmistir.

@ Management Server Configuration Wizard Completed
EEF .

Mote that instaling Symantec Endpoint Protection Manager does not install the Symantec Endpoint
" Installation Protection chent on this computer. You should also install the Symantec Endpoint Protection client.

[=[=T=]s]=TsTST=TsT=] Do you want to migrate policy and client configuralions from a previous version of Symantec
Antivirus or Symantec Administrator Console for Mac?

Yo can ran this wizard at a later time from the Start menu on this computer.

I™ Run the Migration Wizard from Symantec Antivirus (S8
[ Launch the Symartec Endpoint Protection Manager

' Server Configuration
[=I=I={=1=I=]=1=1=1<]




